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@ embeddedworld

Exhibition&Conference

Overview

=» Motivation

=> Fuzion quick intro

=> Design-by-Contract

=» Effects in Fuzion

=» Toolchain and Static Analysis
=» Safety-Critical Aspects

=) Status

¢ TOKIWG &
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@ embeddedworld

Exhibition&Conference

Overview

=» Motivation

Fuzion quick intro

Design-by-Contract

Effects in Fuzion cipart by pascaliapaime @ ,p.
Toolchain and Static Analysis

Safety-Critical Aspects

Status

¢ TOKIWG &
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@ embeddedworld

Exhibition&Conference

Motivation: Safety

¢ TOKIWQ
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@ embeddedworld

Exhibition&Conference

Motivation: Safety

=> we need tools to help certification

¢ TOKIWQ

software EW’26: Fuzion — A Language Designed for Safety-Critical Embedded Systems
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Motivation: Security

@ sicherheitsliicke Log4sh: x | + — m s

« C @ U B httpsy//www.heise.de/news/Sici B 120% ¥ B Q Suchen B &2 @ & IN @ @ =

DFuzion O€ O OF Onet DOweb O= O O O@® O+~ [OFreizeit OLlocal D HEA O= Olang OTokiwa 0§ DI »

(Il? heise online ® Abmelden | Mein Account Suchen Q =
IT Wissen Mobiles Security Developer Entertainment Netzpolitik Wirtschaft Journal Newsticker Foren
TOPTHEMENM: UKRAINE-KRIEG ~ WINDOWS 11  KRYPTOWAHRUMGEN  REPARATUR  PODCASTSY ANZEIGE: GOl SCHULE MORGEN

Sicherheitslicke Log4Shell: Internet in Flammen

Die Zero-Day-Sicherheitslicke Log4Shell war zu leicht auszunutzen. Das AusmaR |asst sich noch immer nicht

abschatzen.

Lesezeit: 10 Min. @ In Pocket speichern Eﬂll IE] le

®

embeddedworid

Exhibition&Conference




Exhibition&Conference

@ embeddedworld

Motivation: Security
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Sicherheitslicke Log4Shell: Internet in Flammen
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@ embeddedworld

Exhibition&Conference

Motivation: Security

@ sicherheitsliicke Log4sh- x = + — m s

« C @ U B httpsy//www.heise.de/news/Sici B 120% ¥ B Q Suchen [ [ 4 X In ® B = # We must Control

DFuzion O€ O OF Onet DOweb O= O O O@® O+~ [OFreizeit OLlocal D HEA O= Olang OTokiwa 0§ DI »

@ heise Online @ Abmelden | Mein Account Suchen Q = (Sid e -) effects !

IT Wissen Mobiles Security Developer Entertainment Netzpolitik Wirtschaft Journal Newsticker Foren

=» disable what is not
needed

TOPTHEMEN: UKRAINE-KRIEG WINDOWS 11 KRYPTOWAHRUNGEN REPARATUR PODCASTSY ANZEIGE: GO! SCHULE MORGEN

Sicherheitslicke Log4Shell: Internet in Flammen

Die Zero-Day-Sicherheitslicke Log4Shell war zu leicht auszunutzen. Das AusmaR |asst sich noch immer nicht

abschatzen. = nEtWO rk
Lesezeit: 10Min. (&) In Pcketspeichem | ) = O s - dyn a m iC I Oa d i n g
- etc.
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@ embeddedworld

Exhibition&Conference

Motivation

Experience from using Java in safety-critical systems

¢ TOKIWO &
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@ embeddedworld

Exhibition&Conference

Motivation

Experience from using Java in safety-critical systems
= languages used: MISRA C, Ravenscar Ada, Safety-Critical Rust

¢ TOKIWO &
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@ embeddedworld

Exhibition&Conference

Motivation

Experience from using Java in safety-critical systems
= languages used: MISRA C, Ravenscar Ada, Safety-Critical Rust

= need to profit from high-level abstractions

¢ TOKIWO &
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Exhibition&Conference

@ embeddedworld

Motivation

Experience from using Java in safety-critical systems
= languages used: MISRA C, Ravenscar Ada, Safety-Critical Rust

= need to profit from high-level abstractions, but
* Verification & Validation is hard

¢ TOKIWO &
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Exhibition&Conference

@ embeddedworld

Motivation

Experience from using Java in safety-critical systems
= languages used: MISRA C, Ravenscar Ada, Safety-Critical Rust

= need to profit from high-level abstractions, but

* Verification & Validation is hard
* must not be too dynamic (JIT, dynamic loading, GC, etc.)

¢ TOKIWO &
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Exhibition&Conference

@ embeddedworld

Motivation

Experience from using Java in safety-critical systems
= languages used: MISRA C, Ravenscar Ada, Safety-Critical Rust

= need to profit from high-level abstractions, but

* Verification & Validation is hard
* must not be too dynamic (JIT, dynamic loading, GC, etc.)

=> must be open source

¢ TOKIWO &
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@ embeddedworld

Exhibition&Conference

Overview

Motivation

= Fuzion quick intro
Design-by-Contract
Effects in Fuzion
Toolchain and Static Analysis
Safety-Critical Aspects

")
N
@ openclipart.org

Status T/;/ 4
¢ TOKIWQ /&/ )
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@ embeddedworld

Exhibition&Conference

Fuzion Intro

‘.V "Q“ w

¢ TOKIWQ /ﬁ/ @
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@ embeddedworld

Exhibition&Conference

Fuzion Intro

=»> One concept: a feature

- serves as class / method / function / package / etc.

‘.V "Q“ w

% TOKIWQ /ﬁ/ RS
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Exhibition&Conference

@ embeddedworld

Fuzion Intro

=»> One concept: a feature
- serves as class / method / function / package / etc.
=> Fuzion

- is statically typed

‘.V "Q“ w

% TOKIWQ /ﬁ/ RS
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@ embeddedworld

Exhibition&Conference

Fuzion Intro

=»> One concept: a feature
- serves as class / method / function / package / etc.
=> Fuzion

- is statically typed
- is polymorphic

‘.\r '§‘\ *.»\*

% TOKIWQ /ﬁ/ RS
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Exhibition&Conference

@ embeddedworld

Fuzion Intro

=»> One concept: a feature
- serves as class / method / function / package / etc.
=> Fuzion

- is statically typed
- is polymorphic: union types

‘.V V\ w

¢ TOKIWQ /ﬁ/ @
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@ embeddedworld

Exhibition&Conference

Fuzion Intro

=»> One concept: a feature
- serves as class / method / function / package / etc.
=> Fuzion

- is statically typed
- is polymorphic: union types, parametric types

s 4
¢ TOKIWGQ VS e
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@ embeddedworld

Exhibition&Conference

Fuzion Intro

=»> One concept: a feature

- serves as class / method / function / package / etc.
= Fuzion

- is statically typed

- is polymorphic: union types, parametric types, inheritance

2

N \ 4ot ’h",' t
¢ TOKIWQ 270 6
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@ embeddedworld

Exhibition&Conference

Fuzion Intro

=»> One concept: a feature

- serves as class / method / function / package / etc.

=» Fuzion

- is statically typed

- is polymorphic: union types, parametric types, |nher|tance
- uses design-by-contract

V‘\&’

¢ TOKIWQ /ﬁ/ O
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@ embeddedworld

Exhibition&Conference

Fuzion Intro

=»> One concept: a feature

- serves as class / method / function / package / etc.

=» Fuzion

- is statically typed

- is polymorphic: union types, parametric types, |nher|tance
- uses design-by-contract

- is pure using effects %’1_ /
y V‘\‘i‘} :
¢ TOKIWO VS
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@ embeddedworld

Exhibition&Conference

Fuzion Intro

=»> One concept: a feature
- serves as class / method / function / package / etc.
=> Fuzion

- is statically typed

- is polymorphic: union types, parametric types, |nher|tance
- uses design-by-contract

n// Sz

- is pure using effects %“1_ /}

- uses static analysis (TN

¢ TOKIWG XSy
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dedworld

eeeee

What does Fuzion not have?
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dedworld

eeeee

What does Fuzion not have?

Capabilities considered harmful:
=» Dynamic Loading
=» Macros
= Reflection
= Pointer Arithmetic
= (uncontrolled) Mutability

= Exceptions %71_\, @

g ?ﬂw é

D S 2

¢ TOKIWG 2D
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@ embeddedworld

Exhibition&48erence

What does Fuzion not have?

Capabilities considered harmful:
=» Dynamic Loading
=» Macros
= Reflection
= Pointer Arithmetic
= (uncontrolled) Mutability = Static Analysis

= Exceptions = Safety ﬂ_v
= Performance /a/ '

Reasons:

W &*

% TOKIWO N5y

software EW’26: Fuzion — A Language Designed for Safety-Critical Embedded Systems

art by hund

=» \We must know what code does
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@ embeddedworld

Exhibition&Conference

Overview

Motivation

Fuzion quick intro

= Design-by-Contract
Effects in Fuzion
Toolchain and Static Analysis
Safety-Critical Aspects
Status

z. I o Klwa clipart by oksmith @ openclipart.org
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@ embeddedworld

Exhibition&Conference

Design by Contract

$* TOKIWG N >

31/64 software EW’26: Fuzion — A Language Designed for Safety-Critical Embedded Systems



Exhibition&Conference

@ embeddedworld

Design by Contract

Nothing new
=> concept presented by Betrand Meyer back in 1986
Features define their behavior

=> pre-condition: what has to hold before a call?

=> post-condition: what guarantee is given after the call?

$* TOKIWG N >
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@ embeddedworld

Design by Contract: Example

sqrt(a I : integer) I
pre
a >=

post
result * result <= a < (result+l) * (result+1l)

=>

&

¢ TOKIWQ
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@ embeddedworld

Controlling Contract Checks

Checking contracts dynamically
=» will introduce run-time overhead
=> may be prohibitively expensive
=> may be required for safety
Solution

=> qualified contracts

$* TOKIWG N >
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@ embeddedworld

Exhibition&Conference

Qualified Contracts

sqrt(a N : numeric) N

pre
debug: a >=
post
debug 5: result * result <= a < (result+l) * (result+l)
=>
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@ embeddedworld

Exhibition&Conference

Contract Qualifiers

Fuzion contract qualifiers
= safety
= debug
= debug n
= pedantic

= analysis

%. To K I wa clipart by oksmith @ openclipart.org
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(‘ embeddedworid
Exhibition&Conference

Contracts for Static Analysis

max(s Sequence (T : property.orderable)) T
pre
debug: !s.isEmpty
post
debug: s V (<= result)
debug: s 3 (= result)
analysis: for all T (x -> s.contains x: x <= result)
=>

%. I o Klwa clipart by oksmith @ openclipart.org
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Exhibition&Confer

Design-by-Contract & Certlﬁcatlon

Contracts provide
=> direct way to add formal requirements to code
=> means to verify these requirements at runtime
=»> means to define (or generate) tests

=> formal analysis tools may verify code implements contract

¢ TOKIWG e >
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@ embeddedworld

Exhibition&Conference

Overview

Motivation
Fuzion quick intro
Design-by-Contract

=» Effects in Fuzion

clipart by magicbraingames @ openclipart.orc

Toolchain and Static Analysis F

Safety-Critical Aspects K .

Status \\,
¢ TOKIWQ &
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@ embeddedworld

Exhibition&Conference

Effects

Encapsulate non-functional aspects
= input / output
= resources: time, memory

=» non-local control flow (exceptions, coroutines, aborting, etc.)

¢ TOKIWG &
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@ embeddedworld

Exhibition&Conference

Effects

Definition
=> an effect is a set of operations
* read, get time, panic, log,...
* operations often model a non-functional aspect
=» operations may resume or abort

=» an effect is implemented by a handler

=> to use effect operations, a handler must be instated

¢ TOKIWG &
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@ embeddedworld

Exhibition&Conference

Fuzion Effects Example

hello_world ! . =>

io.Out.env.println

hello_world

¢ TOKIWG &
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@ embeddedworld

Exhibition&Conference

Fuzion Effects Example

hello_world !

io.Out.env.println

hello_world

¢ TOKIWQ

43/64 software

> fz hw.fz
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@ embeddedworld

Exhibition&Conference

Fuzion Effects Example

hello_world !

io.Out.env.println

hello_world

¢ TOKIWQ

44/64 software

> fz hw.fz
hello world!
>
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®



@ embeddedworld

Exhibition&Conference

Fuzion Effects Example

hello_world ! . = > f7 hw.fz

i0.0ut.env.println hello world!
> fz -effects hw.fz

hello_world

¢ TOKIWG &
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Exhibition&Conference

@ embeddedworld

Fuzion Effects Example

hello_world ! . = > f7 hw.fz

i0.0ut.env.println hello world!
> fz -effects hw.fz

hello_world io.0ut
[...]

>

¢ TOKIWG &
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@ embeddedworld

Exhibition&Conference

Fuzion Effects Example

hello_world !

io.Out.env.println

my_handler : io.Out

¢ TOKIWQ
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@ embeddedworld

Exhibition&Conference

Fuzion Effects Example

hello_world ! . =

io.Out.env.println

my_handler : io.Out
print(s ) unit =

¢ TOKIWG &
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Exhibition&Conference

@ embeddedworld

Fuzion Effects Example

hello_world ! . =

io.Out.env.println

my_handler : io.Out
print(s ) unit =
io.err.print (($s).replace )

¢ TOKIWG &
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@ embeddedworld

Exhibition&Conference

Fuzion Effects Example

hello_world ! . =
io.Out.env.println

my_handler : io.Out
print(s ) unit =
io.err.print (($s).replace )

io.Out.instate my_handler ()-
hello_world

¢ TOKIWG &
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@ embeddedworld

Exhibition&Conference

Fuzion Effects Example

hello_world ! . = s f7 hw.fz

10.0ut.env.println hello world!!!11!
>

my_handler : io.Out
print(s ) unit =
io.err.print (($s).replace )

io.Out.instate my_handler ()-
hello_world

¢ TOKIWO &
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@ embeddedworld

Exhibition&Conference

Fuzion Effects Example

hello_world ! . = > fz hw. fz
io.Out.env.println hello world!!'!11!
> fz -effects hw.fz
my_handler : io.Out 10.Err
print(s ) unit = [...]

>

io.err.print (($s).replace )

io.Out.instate my_handler ()-
hello_world

¢ TOKIWG &
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@ embeddedworld

Exhibition&Conference

Overview

Motivation

Fuzion quick intro
Design-by-Contract
Effects in Fuzion

=» Toolchain and Static Analysis

Safety-Critical Aspects Q
Status / R
a2 ©
%. To Klwa clipart b;/ j4p4n @ oamcéa}\ 9
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Front
end

¢ TOKIWQ

software

Middle
end

Static
Analyzer

IIIIIHII%

JVM
backend

C
backend

Inter-
preter

@ embeddedworld

Exhibition&Conference

Fuzion Toolchain and Static Analysis

JVM

n
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@ embeddedworld

Exhibition&Conference

Fuzion Toolchain and Static Analysis

Front
end

¢ TOKIWQ
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Exhibition&Conference

Fuzion Toolchain and Static Analysis

@ embeddedworld

Front Static analysis for Modules
e = |ocal correctness
=> supply chain security
e [l
¢ TOKIWG &
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Exhibition&Conference

Fuzion Toolchain and Static Analysis

@ embeddedworld

Middle Application Building

end

=» specialization /
monomorphization

= dead-code removal

-H => check for completeness
.fuir 7@
f /
¢ TOKIWQ | \ &
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Exhibition&Conference

Fuzion Toolchain and Static Analysis

@ embeddedworld

Static
Analyzer

¢ TOKIWAQ
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Exhibition&Conference

@ embeddedworld

Fuzion Toolchain and Static Analysis

Static
Analyzer

¢ TOKIWQ

Whole program analysis
=» general correctness
=> optimization

= test generation

Z;Q\ G
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@ embeddedworld

Exhibition&Conference

Overview

Motivation

Fuzion quick intro

Design-by-Contract

Effects in Fuzion

Toolchain and Static Analysis
=» Safety-Critical Aspects U

Status

¢ TOKIWG &
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Exhibition&Conference

@ embeddedworld

Safety-Critical Aspects

Design-by-contract for
= verification & validation, e.g. test generation
Effects for

=> supply chain security: limit functionality in library code

=» resource limitations / real-time tasks

Static Analysis U
=)> correctness proofs as certification artifacts
¢ TOKIWG &
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@ embeddedworld

Exhibition&Conference

Overview

Motivation

Fuzion quick intro
Design-by-Contract

Effects in Fuzion

Toolchain and Static Analysis
Safety-Critical Aspects

= Status

¢ TOKIWG &
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Exhibition&Conference

@ embeddedworld

Fuzion: Status

=> First real-world application: fzweb, fuzion tools, etc.

= ITEA4 project greencode.ai: @ GREEN

* real-time APIs CODE
- static analysis u ITE A~
- runtime tools
= JVM and C backends EYE

=> Basic static analysis available

¢ TOKIWQ
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@ embeddedworld

Exhibition&Conference

Thank you. Any questions?

Please follow and stay informed

= github.com/tokiwa-software/fuzion

B8 & Fuzion x  +

= fuzion-lang.dev TR~ Boa S0

9_ fuzion-lang.dev — The Fuzion Language Portal

= @fuzionlang.bsky.social ..

= @fuzion@types.pl Fuzion

A language that unifies concepts to improve productivity
and to use tools for performance and correctness.

C | Introduction ¢ Social Media%,@%g Tutorial How to...
\
O nta Ct u S [ News. Toots s Install Fuzion
Fuzion Purpose & afuzion@types.pl &2 ‘M Modern Syntax Use Fuzion
Safety and Security ¢ @fuzionlang.bsky.social &z Get editor suppor
Mission Statement Classic syntax using {}
Limitations Playground

%. I o K I wa Sample Code Recent commits % Reference — Talks & P

) . H . =
software EW’26: Fuzion — A Examples 2026.02.18 Merge pull request #66... Material FOSDEM 2025 Ef
1A ~ATE AT 10

Marma niill remiiact HEE VMU 3094 The Cr
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